


Why do we need anonymous group communication?
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Let’s build an anonymous group messenger
to help them &@




Privacy Goal

Performance Adversary
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Privacy goals for anonymous communication
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Generalized privacy goals for anonymous group

communication

\ Most goals in literature can be approximated by the following four:

M.essag.e. — 'Did Sarah or Steve send that message?}
Unlinkability L
ALY \—> 'Did Michael send something during the rotest’?}
Unlinkability \ 9 giep -
Receiver | Did L ve f tivist Sarah?|
Unlinkability id Lara receive from activist Sarah*
 Receiver Gount \—> z [How many people received Sarah’s call to actiono}
Unlinkability | y beop '
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Formal privacy goals through an indistinguishability
game

AL (X Y, 2 or
B (X,Y,Z}
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Adversaries

[ Global network adversary ] | Malicious servers ] [ Malicious group members ]
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10/24 2026/04/16 Christoph Coijanovic: Anonymous Group Communication KASTEL - Privacy and Security ﬂ(IT



Performance

[ Mix networks ] [ Private information retrieval ]
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Primitive: Mix Networks
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Primitive: Private Information Retrieval

| want #2 = 2
I KD
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Toy protocol ..

Ruix: Anonymous group communication based on mix networks.
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Toy protocol .,

Shuffle(i%, %, %)
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Toy protocol .,
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Toy protocol &,

pir: Anonymous group communication based on private information
retrieval.
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Toy protocol &,

[ A\ Prevent the server from learning information about the retrieved index ]

=0 Mo | My | M| M3 | My
[ Duplicate database between two non-colluding servers ]
E‘I Mo (M4 | Mo |M3| My
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Toy protocol &,
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[ A Prevent the server from learning information about the retrieved index ]

[ Request random set of indices from first server. ]

-y msm

“| want #2” | [

[ Request same random set with real index flipped from second server. ]
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Toy protocol &,

[ A Clients need to know what to retrieve ]

0

\;/ 1
Hash(sailor@activists.org) 2
3

4

s 5

6

Hash(surgeon@activists.org)
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R, Versus Mg, — Privacy

Rix Rp|r
[Message Unlinkability} [Message UnIinkabiIity]
—» Network adversary —» Network adversary (w/ TLS)
—p» S — 1 servers 1 server (W/O EZEE) Q
S servers (w/ E2EE)

—» (G — 2 group members
— 1 group member @

Activity Unlinkability is achieved against the same adversaries as Message
Unlinkability if cover traffic is used.

| Receiver (Count) Unlinkability | | Receiver (Count) Unlinkability |
—» Network adversary —» Network adversary (w/ TLS)
—» S — 1 servers —» S — 1 servers (w/o E2EE)
—» G — 1 group members —» G — 1 group members
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RN, versus Ry, — Performance

Rp|R
Rmix
€© Oblivious processing — computationally expensive
Symmetric crypto — computationally cheap €© Adding additional servers only distributes trust
Adding additional servers can increase capacity Low latency if sufficient computation
€© Shuffling incurs high end-to-end latency There is also PIR w/o server trust (more

computationally expensive)
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Conclusion
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